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Service ldentification

e Service Name: vDefend Deploy (Greenfield)
¢ ISV Name: Broadcom

¢  Product Name: VMware vDefend

e Service Family: Platform Security Services
e Service Type: Outcome

e Service Code: BC007

What This Service Does

Deployment of VMware vDefend to establish a

supported, baseline security posture for VMware

Cloud Foundation environments.

This service deploys and configures VMware
vDefend to provide foundational network and
workload security within a VMware Cloud
Foundation environment. The engagement focuses
on installing vDefend components, integrating with
the underlying platform, and validating baseline
security functionality using supported
configurations. The service does not include
application-specific policy design, security
operations, or ongoing tuning.

When This Service Is Appropriate

e Adoption of VMware Cloud Foundation

¢ Introduction of security requirements for
private cloud environments

e Platform security review identifying missing
baseline controls

® Preparation for future application onboarding
or compliance initiatives

Visit entelligence.com/capabilities to learn more.
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What This Service Does Not Do

e Application-specific security policy design

e  Custom rule development or tuning

e  Security operations, monitoring, or
response

e Compliance certification or audits

e Ongoing security management

When This Service Is Not Appropriate

e Expectations for application-level policy
design or tuning

e Requirement for compliance certification
or audit outcomes

¢ Desire for ongoing security operations or
managed services

® Environments requiring immediate
remediation of active security incidents


https://entelligence.com/capabilities
https://entelligence.com/

Required Customer Inputs Outputs Produced

e Operational VMware Cloud Foundation ¢ Installation and configuration of vDefend
environment components
¢ Required vDefend license entitlements * Integration with VMware Cloud Foundation
e Network and identity services available for platform services
integration e Baseline policy configuration using
e  Customer participation for validation and supported defaults
acceptance e Validation of vDefend functionality
Available Variants
BC007-S BC007-M BCO007-L
2-3 weeks 3-5 weeks 5-7 weeks
Price: $18,563 Price: $40,440 Price: $76,770
Low-complexity vDefend Moderate-complexity High-complexity vDefend
deployment focused on vDefend deployment deployment involving
establishing a baseline, requiring additional multiple security domains,
supported security platform integrations, broader complex integrations, and
with minimal integrations platform coverage, and extensive validation to
and standard deployment increased coordination to support a broad platform
patterns. support expanded security security footprint.
needs.

e, NoOtes
Variants represent scope or complexity, not staffing.
Duration is indicative only and must not be used as a sizing proxy.
All prices USD.

Visit entelligence.com/capabilities to learn more.
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